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Novel technologies are changing our understanding of the electrical grid. These novel
concepts, including power electronics, energy storage, ICT and renewable energy make
the electrical grid highly controllable but at the same time also vulnerable. The future
grid will introduce novel dynamics, stability challenges and security issues to be handled.

urrent energy systems were designed more
than 100 years ago and have been only incre-
mentally modified since. They worked well
in the time of vertically integrated, centrally
supplied generation models, but this was when efficiency
and resilience were less important. In addition, the EU is
targeting to reduce the emission of greenhouse gasses to
net zero by 2050 according to COP25' in Madrid. The po-
tential contribution of the power sector to realising these
goals through the integration of renewable energy sources
(RES) is highly significant. Indeed, the high reliance on

! https://home.kpmg/xx/en/home/insights/2019/12/key-outcomes-of-cop25.html
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RES and the electrification of energy sectors as a key fac-
tor in tackling undesired climate change was underscored
in COP24 Katowice [1]. In fact, some future European
energy scenarios even foresee a RES penetration close to
100% by 2050 [2]. In order to achieve this ambitious RES
penetration target, RES and other elements will have to
strongly support all aspects of power system stability as
well as security of the electricity supply.

Energy Grid disruption

The electricity sector is changing its paradigm making
it necessary to adapt the industrial sector to such a new
model. The change is led by the irruption of the renewable
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energies, energy storage, the integration of technologies of
information and communication and internet, which has
provoked the evolution of the classic distribution grid to
the Smart Grid, and now beyond that to the Digital Grid.

The digital grid is the digitisation of electricity networks
using advanced technology. It allows two-way communica-
tion between the utility and the network, including its cus-
tomers, and enables insight, automation and control across
the utilities’ operations, empowering utilities to improve
reliability, availability and efficiency of the grid. The Digital
Grid is the concept aiming to connect decentralised power
from renewables, microgrids and virtual power plants, as
well as energy storage alongside traditional bulk generation;
to harness the potential of connected homes and devices
and the internet of things as well as improve the reliability
of current grids by making them smarter, able to self-de-
tect and self-heal outages, and to re-route power as needed.

The Digital Grid concept is a key part of the future elec-
trical grid and increases system complexity since it interre-
lates the electrical system with the communication network.
The evolution of the future electrical grid on the distribution
network especially in urban areas may include enhanced
communication capabilities. The penetration of renewable
energies and energy storage leads to the application of mini
and micro-grids such as those for small communities, large
buildings or manufacturing facilities.

Electrical Grid modelling:

new dynamic behaviour

Classical electrical grid dynamics are governed by large syn-
chronous generators with large inertia. These electrical systems
have been commonly modelled and represented, in a high-
level way, as a group of interacting oscillators which could be
modelled for example as a Kuramoto-like model [3]. However,
the future electrical grid with the introduction of novel highly
non-linear elements and inertia reduction, is changing such be-
haviour and the stability concepts and definitions [4]. Different
time-frames and frequencies will be interacting. Inthe e o @

v FIG. 1: High-level representation of a Future Electrical Grid, including
distributed management; a highly flexible and meshed grid.
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High-level
representation

of clusterisation

and self-healing
concept grid based
on a grid form by
microgrids [5]. Each
microgrid, compound
by renewable
sources, energy
storage and loads, is
isolated to operate
autonomously. In this
way, the electrical
grid will become
agrid of grids.
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e o o same way, different physical worlds like Alternate
Current (AC) and Direct Current (DC) will be connected
and decoupled at the same time by the power converters.
Power converters are switching-based elements with high
frequency responses and non-linearities increasing system
stability complexity. Additionally, the Digital Grid hasa di-
rect interaction with the communication network which
also poses restrictions and adds complexity due to its dis-
crete nature within a continuous operation world. To un-
derstand and control such novel dynamic behaviour and
the related risks and limitations including stability, syn-
chronisation etc, is of great relevance.

Electrical system resilience
The electrical grid is considered one of the central critical
infrastructures which needs to be protected. In this regard,
a key aspect is ensuring its resilience taking advantage of
the novel capabilities that the new technologies integrated
on the grid may bring. One of the key elements leading to
increased resilience and security is the novel grid automa-
tion system and monitoring devices which provide high
visibility of grid status as well as give the opportunity to
modify it. In this regard, microgrids and nano-grids may
play akey role. These grids are intended to be more or less
self-sufficient in terms of power generation and may be
key elements for increased resilience. In addition, the ap-
plication of Internet-of-Things-based elements - both as
devices and protocols - allows the acquisition of increased
amounts of data and data sharing among components.
In this line, different key developments are required
aiming to deal with the resilience-cycle phases such as
planning, detection, actuation/mitigation and recovery.
For improving planning, there is the need to take advantage
of previous information and knowledge, in order to antici-
pate and prepare the grid for such disruptions; in this sense,
risk assessments tools [5] are required in order to identify
and predict the vulnerable zones of the electrical network.
Then, when an event occurs, there is the need to detect
what happened. In the electrical grid, some events may
result in similar disruptions from the electrical perspective,

but the potential response and correction will be different.
Thus, fault identification and location techniques [6] may
help to determine what happened; speeding up the pro-
cess of potential correction. To do this, the novel sensors
and Artificial Intelligence will be of relevance. Then, we
need to actuate to mitigate the impact of the disruption by
responding and adapting the electrical grid. This can be
achieved by isolating the impacted elements and reconfig-
uring the lines for ensuring the power flow (self-healing) or
in case of special type of grids, take advantage of microgrid
concepts and split the grid in small, stable, secure pieces
(clusterisation) [7]. Finally, there is the need to recover the
grid to its previous normal operational stage, which require
coordination and synchronisation of the grid elements in
order to ensure secure and stable reconnection.

What else can we expect?

The electrical grid is experiencing a rapid evolution. It
has been a quite classical system for many years, and
in the last 15 it has been transformed. It is expected to
continue like this in the coming years by absorbing and
integrating novel technologies. Leading us to the final
question: What else we can expect?
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